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Überblick

Themen:
• Statische Analysen zur Malware-Erkennung
• Dynamische Analysen zur Malware-Erkennung

MARE	08	– Statische	und	dynamische	
Analysen	zur	Malware-Erkennung
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Malware-Erkennung

MARE	08	– Statische	und	dynamische	
Analysen	zur	Malware-Erkennung

Statische	Analysen
• Signaturen
• Abstract	Interpretation

Dynamische Analysen
• Anomalieerkennung
• Kontrollflussverfolgung
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Statische	Analysen

MARE	08	– Statische	und	dynamische	
Analysen	zur	Malware-Erkennung

Vorige	Vorlesung
• Statische	Analyse	von	Programm-Quellcode	zum	Finden	

möglicher	Sicherheitslücken

Jetzt
• Statische	Analyse	von	Binärprogrammen,	um	festzustellen,	ob	

ein	Programm	Malware	enthält
• Statische	Analyse:
• Informationen	über	das	Verhalten	eines	Programms	

ermitteln,	ohne	das	Programm	selbst	auszuführen
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Einfache	Statische	Analyse:
Signaturen

MARE	08	– Statische	und	dynamische	
Analysen	zur	Malware-Erkennung

Idee
• Malwarecode	besteht	aus	bestimmter	(Maschinen-)Befehlsfolge
• Wenn	diese	in	Programmcode	vorkommt	⇒Malware	entdeckt
• Grundlage	vieler	einfacher	Virenscanner

Signatur
• Folge	von	Bytes	im	Programmcode
• Nicht	notwendigerweise	aufeinanderfolgend
• Auch	komplexere	Muster	möglich

• Syntaktische	Methode	– kein	Verständnis	des	Verhaltens der	
Malware
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Signaturen:	Beispiel

MARE	08	– Statische	und	dynamische	
Analysen	zur	Malware-Erkennung

„Stoned“-Virus	von	1987
• Angeblich	von	einem	Studenten	in	Neuseeland	entwickelt
• 1989:	in	Neuseeland	und	Australien	verbreitet
• 1990:	Varianten	auf	der	ganzen	Welt	verbreitet

• Bootsektor-Virus:	befällt	Bootsektoren	von	Disketten	und	
Festplatten	(unter	MS-DOS!)
• Kopiert	sich	beim	Booten	resident	in	den	Hauptspeicher
• Infiziert	neu	eingelegte	Disketten	(und	neu	angeschlossene	

Festplatten	– die	waren	aber	damals	nicht	im	Betrieb	wechselbar...)
• Malware-Funktionalität:
• Bei	jedem	8.	Bootvorgang	des	PC	(von	befallener	Diskette	

oder	Festplatte)	wird	der	Text	„Your	PC	is	now	Stoned!”	
ausgegeben
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Stoned	“in	the	wild”

MARE	08	– Statische	und	dynamische	
Analysen	zur	Malware-Erkennung

Ein Virus	von	1987	macht 20	Jahre später noch Ärger…
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Dump	des	“Stoned”-Virus

MARE	08	– Statische	und	dynamische	
Analysen	zur	Malware-Erkennung
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Analyse	des	“Stoned”-Virus

MARE	08	– Statische	und	dynamische	
Analysen	zur	Malware-Erkennung

Bootsektor	=	„Master	Boot	Record“	(MBR)
• Erster	Sektor	einer	Diskette/Festplatte	bei	PCs,	die	mit	

klassischem	BIOS	(nicht	UEFI)	arbeiten:	512	Bytes
• Wird	von	BIOS	

beim	Start	des	
PC	von	Diskette/
Platte	geladen

• Enthält	Code,	der	
mit	Hilfe	von	
BIOS-Funktionen	
(SW-Interrupts)	
Rest	des	OS	lädt
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Der	“Stoned”-Bootsektor

MARE	08	– Statische	und	dynamische	
Analysen	zur	Malware-Erkennung

0x1FE/1FF:	Signatur
des	Bootsektors
(wird später eingefügt)

0x000-004:	Sprungbefehl
“JMP	07C0:0005”
(wird oft	zur Erkennung
eines gültigen Bootsektors
verwendet)

0x1BE-0x1FD:	
Partitionstabelle
(wird freigelassen
und	später ergänzt)
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Analyse:	“Stoned”-Bootsektor

MARE	08	– Statische	und	dynamische	
Analysen	zur	Malware-Erkennung

00000000  EA0500C007  jmp 07C0:0005                     
; jump to set correct Code Segment
Set_Code_Segment:
00000005  E99900      jmp Stoned_Start
; initial address of stoned boot virus

BIOS	lädt Bootsektor immer an	Adresse 0x07C0:0000
Virus	nutzt absolute	Adresse aus,	um	Daten usw.	zu referenzieren
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Erkennung	von	“Stoned”	(1)

MARE	08	– Statische	und	dynamische	
Analysen	zur	Malware-Erkennung

Erkennen	von	Bytefolge,	die	eindeutig	Virus	identifiziert
Kein geeigneter Kandidat:
• jeder Bootsektor enthält diese

Bytefolge
(oder eine sehr ähnliche)

http://www.stoned-vienna.com/analysis-of-stoned.html
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Erkennung	von	“Stoned”	(2)

MARE	08	– Statische	und	dynamische	
Analysen	zur	Malware-Erkennung

Erkennen	von	Bytefolge,	die	eindeutig	Virus	identifiziert
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Figure 3: Search Pattern for Stoned virus [18] 

3.2 Anomaly based virus detection 

Anomaly based detection systems monitor the processes on a host machine for any 

abnormal activity. If any abnormal activity is identified, the system raises an alarm signaling the 

possible presence of malware [15]. In this detection technique, the system uses the collected 

heuristics to categorize an activity as normal or malicious. Even though chances of false alarm 

are relatively higher in this method, it is more reliable because it is also capable of detecting new 

viruses. The important thing to note is that raising a false alarm is not as potential harmful as 

allowing a new virus. However, these systems can be trained gradually by intruders to consider 

abnormal behavior as normal. Thus, system will fail to detect the abnormal activity in such cases 

[15]. 

3.3 Emulation based detection 

The emulation based detection is an effective method where a virus is executed in a virtual 

environment by emulating the instructions in the virus code. This type of detection is used to 

detect polymorphic, as well as metamorphic, viruses. The virus instance can be executed in the 

Bessere Signatur:
• eigentlicher Code des Virus
• länger, damit höhere

Wahrscheinlichkeit, dass
Bytefolge eindeutig ist
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Signaturen:	Probleme

MARE	08	– Statische	und	dynamische	
Analysen	zur	Malware-Erkennung

False Positives	(falscher	Alarm)
• Folge	von	Bytes	„legaler“	Bestandteil	eines	Programms
• Wie	zwischen	gut	und	böse	unterscheiden?

False Negatives
• Virus	ist	vorhanden,	wird	aber	nicht	erkannt
• Ursache:	kleine	Änderung	des	Virus-Codes
• Andere	Adressen,	Verwendung	anderer	Register,	...

• Polymorphe	Malware
• Viren,	die	sich	bei	jeder	Infektion	selbst	verändern,	um	

Signaturprüfung	zu	entgehen
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Signaturen:	
Beispiel	für	false	positives

MARE	08	– Statische	und	dynamische	
Analysen	zur	Malware-Erkennung

„Stoned“-Virus	und	Bitcoins
• Virus-Signatur	von	„Stoned“	wurde	im	Mai	2014	in	die	

Blockchain von	Bitcoin	eingeführt
• Blockchain =	Daten,	kein	ausführbares	 Programm
• Virenscanner	scannt	Dateien	auf	Festplatte	(+evtl.	Inhalt	des	

Hauptspeichers),	kann	nicht	zwischen	Code	und	Daten	
unterscheiden

• Folge:	Microsoft	Security	Essentials	erkannte	Blockchain als	Virus	
und	wollte	Datei	löschen
• Bitcoin-SW	lädt	Blockchain neu
• Virenscanner	erkennt	„Virus“	erneut...

http://thehackernews.com/2014/05/microsoft-security-essential-found.html
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Weitere	Probleme	von	Signaturen

Mit	jedem	neuen	Virus	steigt	Größe	der	Signatur-Datenbank
• Aufwendigerer	Scanvorgang	– immer	mehr	Signaturen	müssen	

überprüft	werden

Signaturdatenbank	muss	aktuell	gehalten	werden
• Neu	auftretende	Malware	wird	nicht	erkannt,	da	Hersteller	von	

Virenscannern	diese	erst	analysieren	müssen
• Danach	wird	Signaturdatenbank	aktualisiert
• ...und	dann	(irgendwann)	verteilt...

MARE	08	– Statische	und	dynamische	
Analysen	zur	Malware-Erkennung
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Polymorphe	Malware

Ziel:	Umgehen	der	Erkennung	durch	Signaturen
• Änderung	von	Bytes	in	Code	des	Programms

• Absichtlich:	Mutation	oder	Obfuskation
• Einfügen	von	„NOP“:	0x90 =	XCHG	EAX,	EAX	oder	anderen	

Instruktionen,	die	die	Semantik	nicht	ändern
• Ändern	der	Codereihenfolge	durch	Sprungbefehle
• Ersetzen	von	(Folgen	von)	Maschineninstruktionen	durch	

semantisch	identische	Instruktionen

• ...oder	auch	eher	unabsichtlich	durch	Adressänderungen	im	
Code,	Compileroptimierungen	bei	„Update“	eines	Virus	usw.

MARE	08	– Statische	und	dynamische	
Analysen	zur	Malware-Erkennung
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Malware-Obfuskation:
Beispiel	für	Einfügen	von	NOPs	(1)
Einfügen	von	„NOP“-Operationen
• Beibehaltung	der	Semantik
• aber:	andere	Signatur

MARE	08	– Statische	und	dynamische	
Analysen	zur	Malware-Erkennung

Original code Obfuscated code
E8 00000000 call 0h E8 00000000 call 0h
5B pop ebx 5B pop ebx
8D 4B 42 lea ecx, [ebx + 42h] 8D 4B 42 lea ecx, [ebx + 45h]
51 push ecx 90 nop
50 push eax 51 push ecx
50 push eax 50 push eax
0F01 4C 24 FE sidt [esp - 02h] 50 push eax
5B pop ebx 90 nop
83 C3 1C add ebx, 1Ch 0F01 4C 24 FE sidt [esp - 02h]
FA cli 5B pop ebx
8B 2B mov ebp, [ebx] 83 C3 1C add ebx, 1Ch

90 nop
FA cli
8B 2B mov ebp, [ebx]

Signature New signature
E800 0000 005B 8D4B 4251 5050 E800 0000 005B 8D4B 4290 5150
0F01 4C24 FE5B 83C3 1CFA 8B2B 5090 0F01 4C24 FE5B 83C3 1C90

FA8B 2B

Figure 1: Original code and obfuscated code from Chernobyl/CIH, and their corresponding signatures. Newly added
instructions are highlighted.

E800 0000 00(90)* 5B(90)*
8D4B 42(90)* 51(90)* 50(90)*
50(90)* 0F01 4C24 FE(90)*
5B(90)* 83C3 1C(90)* FA(90)*
8B2B

Figure 2: Extended signature to catch nop-insertion.

Hare
Finally, the Hare virus infects the bootloader sectors
of floppy disks and hard drives, as well as executable
programs. When the payload is triggered, the virus
overwrites random sectors on the hard disk, making the
data inaccessible. The virus spreads by polymorphically
changing its decryption routine and encrypting its main
body.
The Hare and Chernobyl/CIH viruses are well known

in the antivirus community, with their presence in the
wild peaking in 1996 and 1998, respectively. In spite
of this, we discovered that current commercial virus
scanners could not detect slightly obfuscated versions
of these viruses.

4 Obfuscation Attacks on Commercial
Virus Scanners

We tested three commercial virus scanners against
several common obfuscation transformations. To test the
resilience of commercial virus scanners to common ob-
fuscation transformations, we have developed an obfus-
cator for binaries. Our obfuscator supports four com-
mon obfuscation transformations: dead-code insertion,
code transposition, register reassignment, and instruc-
tion substitution. While there are other generic obfus-

cation techniques [11, 12], those described here seem
to be preferred by malicious code writers, possibly be-
cause implementing them is easy and they add little to
the memory footprint.

4.1 Common Obfuscation Transformations
4.1.1 Dead-Code Insertion
Also known as trash insertion, dead-code insertion

adds code to a program without modifying its behav-
ior. Inserting a sequence of nop instructions is the sim-
plest example. More interesting obfuscations involve
constructing challenging code sequences that modify the
program state, only to restore it immediately.
Some code sequences are designed to fool antivirus

software that solely rely on signature matching as their
detection mechanism. Other code sequences are com-
plicated enough to make automatic analysis very time-
consuming, if not impossible. For example, passing val-
ues through memory rather than registers or the stack
requires accurate pointer analysis to recover values. The
example shown in Figure 3 should clarify this. The code
marked by (*) can be easily eliminated by automated
analysis. On the other hand, the second and third inser-
tions, marked by (**), do cancel out but the analysis is
more complex. Our obfuscator supports dead-code in-
sertion.
Not all dead-code sequence can be detected and elim-

inated, as this problem reduces to program equivalence
(i.e., is this code sequence equivalent to an empty pro-
gram?), which is undecidable. We believe that many
common dead-code sequences can be detected and elim-
inated with acceptable performance. To quote the docu-

Code	aus Chernobyl/CIH-Virus:
Mihai	Christodorescu and	Somesh Jha,	
“Static	analysis	of	executables	to	detect	
malicious	patterns”,	USENIX	Security	
Symposium	- Volume	12,	2003
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Malware-Obfuskation:
Beispiel	für	Einfügen	von	NOPs	(2)
Andere	Signatur
benötigt
• Einfügen	von

NOPs	ist	aber	
an beliebigen
Stellen	möglich...

MARE	08	– Statische	und	dynamische	
Analysen	zur	Malware-Erkennung

Original code Obfuscated code
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instructions are highlighted.
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Hare
Finally, the Hare virus infects the bootloader sectors
of floppy disks and hard drives, as well as executable
programs. When the payload is triggered, the virus
overwrites random sectors on the hard disk, making the
data inaccessible. The virus spreads by polymorphically
changing its decryption routine and encrypting its main
body.
The Hare and Chernobyl/CIH viruses are well known

in the antivirus community, with their presence in the
wild peaking in 1996 and 1998, respectively. In spite
of this, we discovered that current commercial virus
scanners could not detect slightly obfuscated versions
of these viruses.

4 Obfuscation Attacks on Commercial
Virus Scanners

We tested three commercial virus scanners against
several common obfuscation transformations. To test the
resilience of commercial virus scanners to common ob-
fuscation transformations, we have developed an obfus-
cator for binaries. Our obfuscator supports four com-
mon obfuscation transformations: dead-code insertion,
code transposition, register reassignment, and instruc-
tion substitution. While there are other generic obfus-

cation techniques [11, 12], those described here seem
to be preferred by malicious code writers, possibly be-
cause implementing them is easy and they add little to
the memory footprint.

4.1 Common Obfuscation Transformations
4.1.1 Dead-Code Insertion
Also known as trash insertion, dead-code insertion

adds code to a program without modifying its behav-
ior. Inserting a sequence of nop instructions is the sim-
plest example. More interesting obfuscations involve
constructing challenging code sequences that modify the
program state, only to restore it immediately.
Some code sequences are designed to fool antivirus

software that solely rely on signature matching as their
detection mechanism. Other code sequences are com-
plicated enough to make automatic analysis very time-
consuming, if not impossible. For example, passing val-
ues through memory rather than registers or the stack
requires accurate pointer analysis to recover values. The
example shown in Figure 3 should clarify this. The code
marked by (*) can be easily eliminated by automated
analysis. On the other hand, the second and third inser-
tions, marked by (**), do cancel out but the analysis is
more complex. Our obfuscator supports dead-code in-
sertion.
Not all dead-code sequence can be detected and elim-

inated, as this problem reduces to program equivalence
(i.e., is this code sequence equivalent to an empty pro-
gram?), which is undecidable. We believe that many
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instructions are highlighted.
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50(90)* 0F01 4C24 FE(90)*
5B(90)* 83C3 1C(90)* FA(90)*
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Figure 2: Extended signature to catch nop-insertion.

Hare
Finally, the Hare virus infects the bootloader sectors
of floppy disks and hard drives, as well as executable
programs. When the payload is triggered, the virus
overwrites random sectors on the hard disk, making the
data inaccessible. The virus spreads by polymorphically
changing its decryption routine and encrypting its main
body.
The Hare and Chernobyl/CIH viruses are well known

in the antivirus community, with their presence in the
wild peaking in 1996 and 1998, respectively. In spite
of this, we discovered that current commercial virus
scanners could not detect slightly obfuscated versions
of these viruses.

4 Obfuscation Attacks on Commercial
Virus Scanners

We tested three commercial virus scanners against
several common obfuscation transformations. To test the
resilience of commercial virus scanners to common ob-
fuscation transformations, we have developed an obfus-
cator for binaries. Our obfuscator supports four com-
mon obfuscation transformations: dead-code insertion,
code transposition, register reassignment, and instruc-
tion substitution. While there are other generic obfus-

cation techniques [11, 12], those described here seem
to be preferred by malicious code writers, possibly be-
cause implementing them is easy and they add little to
the memory footprint.

4.1 Common Obfuscation Transformations
4.1.1 Dead-Code Insertion
Also known as trash insertion, dead-code insertion

adds code to a program without modifying its behav-
ior. Inserting a sequence of nop instructions is the sim-
plest example. More interesting obfuscations involve
constructing challenging code sequences that modify the
program state, only to restore it immediately.
Some code sequences are designed to fool antivirus

software that solely rely on signature matching as their
detection mechanism. Other code sequences are com-
plicated enough to make automatic analysis very time-
consuming, if not impossible. For example, passing val-
ues through memory rather than registers or the stack
requires accurate pointer analysis to recover values. The
example shown in Figure 3 should clarify this. The code
marked by (*) can be easily eliminated by automated
analysis. On the other hand, the second and third inser-
tions, marked by (**), do cancel out but the analysis is
more complex. Our obfuscator supports dead-code in-
sertion.
Not all dead-code sequence can be detected and elim-

inated, as this problem reduces to program equivalence
(i.e., is this code sequence equivalent to an empty pro-
gram?), which is undecidable. We believe that many
common dead-code sequences can be detected and elim-
inated with acceptable performance. To quote the docu-
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Flexible	Erkennung	von	
durch	„NOP“	mutierten	Varianten
Signatur wird	zu	regulärem	Ausdruck
• Möglichkeit	der	Beschreibung	optionaler	und	wiederholter	

Bytes	und	Bytefolgen	notwendig
• Aufwendiger	zu	analysieren

MARE	08	– Statische	und	dynamische	
Analysen	zur	Malware-Erkennung
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of floppy disks and hard drives, as well as executable
programs. When the payload is triggered, the virus
overwrites random sectors on the hard disk, making the
data inaccessible. The virus spreads by polymorphically
changing its decryption routine and encrypting its main
body.
The Hare and Chernobyl/CIH viruses are well known

in the antivirus community, with their presence in the
wild peaking in 1996 and 1998, respectively. In spite
of this, we discovered that current commercial virus
scanners could not detect slightly obfuscated versions
of these viruses.

4 Obfuscation Attacks on Commercial
Virus Scanners

We tested three commercial virus scanners against
several common obfuscation transformations. To test the
resilience of commercial virus scanners to common ob-
fuscation transformations, we have developed an obfus-
cator for binaries. Our obfuscator supports four com-
mon obfuscation transformations: dead-code insertion,
code transposition, register reassignment, and instruc-
tion substitution. While there are other generic obfus-

cation techniques [11, 12], those described here seem
to be preferred by malicious code writers, possibly be-
cause implementing them is easy and they add little to
the memory footprint.

4.1 Common Obfuscation Transformations
4.1.1 Dead-Code Insertion
Also known as trash insertion, dead-code insertion

adds code to a program without modifying its behav-
ior. Inserting a sequence of nop instructions is the sim-
plest example. More interesting obfuscations involve
constructing challenging code sequences that modify the
program state, only to restore it immediately.
Some code sequences are designed to fool antivirus

software that solely rely on signature matching as their
detection mechanism. Other code sequences are com-
plicated enough to make automatic analysis very time-
consuming, if not impossible. For example, passing val-
ues through memory rather than registers or the stack
requires accurate pointer analysis to recover values. The
example shown in Figure 3 should clarify this. The code
marked by (*) can be easily eliminated by automated
analysis. On the other hand, the second and third inser-
tions, marked by (**), do cancel out but the analysis is
more complex. Our obfuscator supports dead-code in-
sertion.
Not all dead-code sequence can be detected and elim-

inated, as this problem reduces to program equivalence
(i.e., is this code sequence equivalent to an empty pro-
gram?), which is undecidable. We believe that many
common dead-code sequences can be detected and elim-
inated with acceptable performance. To quote the docu-

An	den	mit (90)*	markierten
Stellen könnten möglicherweise
eine oder mehrere NOP-
Instruktionen zusätzlich auftauchen

Flexible Signatur
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Code obfuscated through Code obfuscated through Code obfuscated through
Original code dead-code insertion code transposition instruction substitution
call 0h call 0h call 0h call 0h
pop ebx pop ebx pop ebx pop ebx
lea ecx, [ebx+42h] lea ecx, [ebx+42h] jmp S2 lea ecx, [ebx+42h]
push ecx nop (*) S3: push eax sub esp, 03h
push eax nop (*) push eax sidt [esp - 02h]
push eax push ecx sidt [esp - 02h] add [esp], 1Ch
sidt [esp - 02h] push eax jmp S4 mov ebx, [esp]
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mov ebp, [ebx] dec eax (**) push ecx

sidt [esp - 02h] jmp S3
pop ebx S4: pop ebx
add ebx, 1Ch cli
cli jmp S5
mov ebp, [ebx] S5: mov ebp, [ebx]

Figure 3: Examples of obfuscation through dead-code insertion, code transposition, and instruction substitution. Newly added
instructions are highlighted.
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SAFEAntivirus VirusScan Antivirus

7.0 6.01 4.61.2

Chernobyl original ✓ ✓ ✓ ✓

obfuscated ✕[1] ✕[1,2] ✕[1,2] ✓

z0mbie-6.b
original ✓ ✓ ✓ ✓

obfuscated ✕[1,2] ✕[1,2] ✕[1,2] ✓

f0sf0r0
original ✓ ✓ ✓ ✓

obfuscated ✕[1,2] ✕[1,2] ✕[1,2] ✓

Hare
original ✓ ✓ ✓ ✓

obfuscated ✕[1,2] ✕[1,2] ✕[1,2] ✓

Obfuscations considered: [1] = nop-insertion (a form of dead-code insertion)
[2] = code transposition

Table 1: Results of testing various virus scanners on obfuscated viruses.

in control flow and register reassignments. Similarly,
one must construct an abstract representation of the ex-
ecutable in which we are trying to find a malicious pat-
tern. Once the generalization of the malicious code and
the abstract representation of the executable are created,
we can then detect the malicious code in the executable.
We now describe each component of SAFE.
Generalizing the malicious code: Building the mali-
cious code automaton
The malicious code is generalized into an automaton
with uninterpreted symbols. Uninterpreted symbols
(Section 6.2) provide a generic way of representing data
dependencies between variables without specifically re-
ferring to the storage location of each variable.
Pattern-definition loader
This component takes a library of abstraction patterns
and creates an internal representation. These abstraction
patterns are used as alphabet symbols by the malicious
code automaton.
The executable loader
This component transforms the executable into an in-
ternal representation, here the collection of control
flow graphs (CFGs), one for each program procedure.

The executable loader (Figure 5) uses two off-the-shelf
components, IDA Pro and CodeSurfer. IDA Pro (by
DataRescue [42]) is a commercial interactive disassem-
bler. CodeSurfer (by GrammaTech, Inc. [24]) is a
program-understanding tool that performs a variety of
static analyses. CodeSurfer provides an API for ac-
cess to various structures, such as the CFGs and the call
graph, and to results of a variety of static analyses, such
as points-to analysis. In collaboration with GrammaT-
ech, we have developed a connector that transforms IDA
Pro internal structures into an intermediate form that
CodeSurfer can parse.
The annotator
This component inputs a CFG from the executable and
the set of abstraction patterns and produces an anno-
tated CFG, the abstract representation of a program pro-
cedure. The annotated CFG includes information that
indicates where a specific abstraction pattern was found
in the executable. The annotator runs for each proce-
dure in the program, transforming each CFG. Section 6
describes the annotator in detail.
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pop ebx S4: pop ebx
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mov ebp, [ebx] S5: mov ebp, [ebx]

Figure 3: Examples of obfuscation through dead-code insertion, code transposition, and instruction substitution. Newly added
instructions are highlighted.
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obfuscated ✕[1] ✕[1,2] ✕[1,2] ✓

z0mbie-6.b
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obfuscated ✕[1,2] ✕[1,2] ✕[1,2] ✓

f0sf0r0
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obfuscated ✕[1,2] ✕[1,2] ✕[1,2] ✓

Hare
original ✓ ✓ ✓ ✓

obfuscated ✕[1,2] ✕[1,2] ✕[1,2] ✓

Obfuscations considered: [1] = nop-insertion (a form of dead-code insertion)
[2] = code transposition

Table 1: Results of testing various virus scanners on obfuscated viruses.

in control flow and register reassignments. Similarly,
one must construct an abstract representation of the ex-
ecutable in which we are trying to find a malicious pat-
tern. Once the generalization of the malicious code and
the abstract representation of the executable are created,
we can then detect the malicious code in the executable.
We now describe each component of SAFE.
Generalizing the malicious code: Building the mali-
cious code automaton
The malicious code is generalized into an automaton
with uninterpreted symbols. Uninterpreted symbols
(Section 6.2) provide a generic way of representing data
dependencies between variables without specifically re-
ferring to the storage location of each variable.
Pattern-definition loader
This component takes a library of abstraction patterns
and creates an internal representation. These abstraction
patterns are used as alphabet symbols by the malicious
code automaton.
The executable loader
This component transforms the executable into an in-
ternal representation, here the collection of control
flow graphs (CFGs), one for each program procedure.

The executable loader (Figure 5) uses two off-the-shelf
components, IDA Pro and CodeSurfer. IDA Pro (by
DataRescue [42]) is a commercial interactive disassem-
bler. CodeSurfer (by GrammaTech, Inc. [24]) is a
program-understanding tool that performs a variety of
static analyses. CodeSurfer provides an API for ac-
cess to various structures, such as the CFGs and the call
graph, and to results of a variety of static analyses, such
as points-to analysis. In collaboration with GrammaT-
ech, we have developed a connector that transforms IDA
Pro internal structures into an intermediate form that
CodeSurfer can parse.
The annotator
This component inputs a CFG from the executable and
the set of abstraction patterns and produces an anno-
tated CFG, the abstract representation of a program pro-
cedure. The annotated CFG includes information that
indicates where a specific abstraction pattern was found
in the executable. The annotator runs for each proce-
dure in the program, transforming each CFG. Section 6
describes the annotator in detail.
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Figure 3: Examples of obfuscation through dead-code insertion, code transposition, and instruction substitution. Newly added
instructions are highlighted.
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in control flow and register reassignments. Similarly,
one must construct an abstract representation of the ex-
ecutable in which we are trying to find a malicious pat-
tern. Once the generalization of the malicious code and
the abstract representation of the executable are created,
we can then detect the malicious code in the executable.
We now describe each component of SAFE.
Generalizing the malicious code: Building the mali-
cious code automaton
The malicious code is generalized into an automaton
with uninterpreted symbols. Uninterpreted symbols
(Section 6.2) provide a generic way of representing data
dependencies between variables without specifically re-
ferring to the storage location of each variable.
Pattern-definition loader
This component takes a library of abstraction patterns
and creates an internal representation. These abstraction
patterns are used as alphabet symbols by the malicious
code automaton.
The executable loader
This component transforms the executable into an in-
ternal representation, here the collection of control
flow graphs (CFGs), one for each program procedure.

The executable loader (Figure 5) uses two off-the-shelf
components, IDA Pro and CodeSurfer. IDA Pro (by
DataRescue [42]) is a commercial interactive disassem-
bler. CodeSurfer (by GrammaTech, Inc. [24]) is a
program-understanding tool that performs a variety of
static analyses. CodeSurfer provides an API for ac-
cess to various structures, such as the CFGs and the call
graph, and to results of a variety of static analyses, such
as points-to analysis. In collaboration with GrammaT-
ech, we have developed a connector that transforms IDA
Pro internal structures into an intermediate form that
CodeSurfer can parse.
The annotator
This component inputs a CFG from the executable and
the set of abstraction patterns and produces an anno-
tated CFG, the abstract representation of a program pro-
cedure. The annotated CFG includes information that
indicates where a specific abstraction pattern was found
in the executable. The annotator runs for each proce-
dure in the program, transforming each CFG. Section 6
describes the annotator in detail.
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Figure 3: Examples of obfuscation through dead-code insertion, code transposition, and instruction substitution. Newly added
instructions are highlighted.
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in control flow and register reassignments. Similarly,
one must construct an abstract representation of the ex-
ecutable in which we are trying to find a malicious pat-
tern. Once the generalization of the malicious code and
the abstract representation of the executable are created,
we can then detect the malicious code in the executable.
We now describe each component of SAFE.
Generalizing the malicious code: Building the mali-
cious code automaton
The malicious code is generalized into an automaton
with uninterpreted symbols. Uninterpreted symbols
(Section 6.2) provide a generic way of representing data
dependencies between variables without specifically re-
ferring to the storage location of each variable.
Pattern-definition loader
This component takes a library of abstraction patterns
and creates an internal representation. These abstraction
patterns are used as alphabet symbols by the malicious
code automaton.
The executable loader
This component transforms the executable into an in-
ternal representation, here the collection of control
flow graphs (CFGs), one for each program procedure.

The executable loader (Figure 5) uses two off-the-shelf
components, IDA Pro and CodeSurfer. IDA Pro (by
DataRescue [42]) is a commercial interactive disassem-
bler. CodeSurfer (by GrammaTech, Inc. [24]) is a
program-understanding tool that performs a variety of
static analyses. CodeSurfer provides an API for ac-
cess to various structures, such as the CFGs and the call
graph, and to results of a variety of static analyses, such
as points-to analysis. In collaboration with GrammaT-
ech, we have developed a connector that transforms IDA
Pro internal structures into an intermediate form that
CodeSurfer can parse.
The annotator
This component inputs a CFG from the executable and
the set of abstraction patterns and produces an anno-
tated CFG, the abstract representation of a program pro-
cedure. The annotated CFG includes information that
indicates where a specific abstraction pattern was found
in the executable. The annotator runs for each proce-
dure in the program, transforming each CFG. Section 6
describes the annotator in detail.
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mov eax, dr1

jmp n_11

mov ebx, [eax+10h]

mov edi, [eax]

Loop: pop ecx
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nop

(F)
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nop

mov eax, 0d601h

jmp n_13
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pop eax
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mov eax, dr1

jmp n_11

Assign(eax,dr1)

mov ebx, [eax+10h]

IrrelevantJump

jmp n_02

Assign(ebx,[eax+10h])

IrrelevantJump

mov edi, [eax]Assign(edi,[eax])

Loop: pop ecxLoop: Pop(ecx)

jecxz n_18If(ecx==0)

nop

(F)

pop ebx

(T)

IrrelevantInstr

mov esi, ecxAssign(esi,ecx)

nopIrrelevantInstr
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mov eax, 0d601hAssign(eax,0d601h)

jmp n_13IrrelevantJump

pop edxPop(edx)

pop ecxPop(ecx)

nopIrrelevantInstr

call ediIndirectCall(edi)

jmp LoopGoTo(Loop)

Pop(ebx)

pop eaxPop(eax)

push eaxIrrelevantInstr

pop eax

stcAssign(Carry,1)

pushfPush(flags)

Figure 8: Control flow graph of obfuscated code fragment, and annotations.
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tern. Once the generalization of the malicious code and
the abstract representation of the executable are created,
we can then detect the malicious code in the executable.
We now describe each component of SAFE.
Generalizing the malicious code: Building the mali-
cious code automaton
The malicious code is generalized into an automaton
with uninterpreted symbols. Uninterpreted symbols
(Section 6.2) provide a generic way of representing data
dependencies between variables without specifically re-
ferring to the storage location of each variable.
Pattern-definition loader
This component takes a library of abstraction patterns
and creates an internal representation. These abstraction
patterns are used as alphabet symbols by the malicious
code automaton.
The executable loader
This component transforms the executable into an in-
ternal representation, here the collection of control
flow graphs (CFGs), one for each program procedure.

The executable loader (Figure 5) uses two off-the-shelf
components, IDA Pro and CodeSurfer. IDA Pro (by
DataRescue [42]) is a commercial interactive disassem-
bler. CodeSurfer (by GrammaTech, Inc. [24]) is a
program-understanding tool that performs a variety of
static analyses. CodeSurfer provides an API for ac-
cess to various structures, such as the CFGs and the call
graph, and to results of a variety of static analyses, such
as points-to analysis. In collaboration with GrammaT-
ech, we have developed a connector that transforms IDA
Pro internal structures into an intermediate form that
CodeSurfer can parse.
The annotator
This component inputs a CFG from the executable and
the set of abstraction patterns and produces an anno-
tated CFG, the abstract representation of a program pro-
cedure. The annotated CFG includes information that
indicates where a specific abstraction pattern was found
in the executable. The annotator runs for each proce-
dure in the program, transforming each CFG. Section 6
describes the annotator in detail.
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in control flow and register reassignments. Similarly,
one must construct an abstract representation of the ex-
ecutable in which we are trying to find a malicious pat-
tern. Once the generalization of the malicious code and
the abstract representation of the executable are created,
we can then detect the malicious code in the executable.
We now describe each component of SAFE.
Generalizing the malicious code: Building the mali-
cious code automaton
The malicious code is generalized into an automaton
with uninterpreted symbols. Uninterpreted symbols
(Section 6.2) provide a generic way of representing data
dependencies between variables without specifically re-
ferring to the storage location of each variable.
Pattern-definition loader
This component takes a library of abstraction patterns
and creates an internal representation. These abstraction
patterns are used as alphabet symbols by the malicious
code automaton.
The executable loader
This component transforms the executable into an in-
ternal representation, here the collection of control
flow graphs (CFGs), one for each program procedure.

The executable loader (Figure 5) uses two off-the-shelf
components, IDA Pro and CodeSurfer. IDA Pro (by
DataRescue [42]) is a commercial interactive disassem-
bler. CodeSurfer (by GrammaTech, Inc. [24]) is a
program-understanding tool that performs a variety of
static analyses. CodeSurfer provides an API for ac-
cess to various structures, such as the CFGs and the call
graph, and to results of a variety of static analyses, such
as points-to analysis. In collaboration with GrammaT-
ech, we have developed a connector that transforms IDA
Pro internal structures into an intermediate form that
CodeSurfer can parse.
The annotator
This component inputs a CFG from the executable and
the set of abstraction patterns and produces an anno-
tated CFG, the abstract representation of a program pro-
cedure. The annotated CFG includes information that
indicates where a specific abstraction pattern was found
in the executable. The annotator runs for each proce-
dure in the program, transforming each CFG. Section 6
describes the annotator in detail.

Kommerzielle Virenscanner
erkanntenmutierte
Varianten nicht!



Polymorphe	Malware:
Beispiel	für	Adreßänderungen
Verwendung	einer	statisch	gelinkten	Library
• Identischer

Assembler-
Quelltext

• Unterschiedliche
absolute	Adressen
durch	anderes
Speicherlayout

• Komplexere
Signaturerkennung
notwendig

MARE	08	– Statische	und	dynamische	
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FLIRT Signatures:  Good Scenario

● Library statically-linked, not recompiled
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Polymorphe	Malware:
Beispiel	für	Compileroptimierungen
Compiler	eliminiert	nicht	benötigte	Maschineninstruktionen
• Oft	identischer	

(z.B.	C-)Quelltext
• Optimierungs-

phase des	Compilers
erkennt,	dass	einige
erzeugte	Maschinen-
instruktionen in	
Kontext	nicht	
benötigt	werden

• Entfernt	diese	aus
Programm

MARE	08	– Statische	und	dynamische	
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FLIRT Signatures:  Bad Scenario

● Library was recompiled
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Komplexere	Statische	Analyse:
Abstrakte	Interpretation

MARE	08	– Statische	und	dynamische	
Analysen	zur	Malware-Erkennung

Idee
• Ermitteln	der	Semantik	eines	Programms,	ohne	es	auszuführen
• Erkennung	von	Anomalien

Methode:	Abstrakte	Interpretation
• Informationen über das	Verhalten von	Programmen (Analyse

der	Semantik)	erhalten,	indemman	von	Teilen des	Programms
abstrahiert und	die	Anweisungen Schritt für Schritt
nachvollzieht (Interpretation)
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Abstrakte	Interpretation
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Vorgehensweise
• Konzentration	auf	Teilaspekte	der	Ausführung	der	Anweisungen
• Gezieltes	Weglassen	von	Information	(Abstraktion)	
• Ergebnis:	Näherung	an	die	Programmsemantik
• Kann	für	gewünschten	Zweck	vollkommen	ausreichend	sein

• Viele	Eigenschaften	von	Programmen	sind	nicht	berechenbar
• Man	kann	kein	Programm	angeben,	welches	sie	in	endlicher	Zeit	mit	

endlichen	Speicherresourcen für	beliebige	Programme	berechnet	(→	
Halteproblem)

• Approximation	(Weglassen	einiger	Informationen)	ermöglicht	
einige	weitere	Analysen
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Abstrakte	Interpretation:
Beispiel

MARE	08	– Statische	und	dynamische	
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Abstrakte	Interpretation	ist	komplexer	mathematischer	Ansatz
• Die	Grundprinzipien	sind	aber	einfach
• Beispiel:	Bestimmen	des	Vorzeichens	von	Variablen
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Abstract Interpretation:  Signs 
Analysis

● AI is complicated, but the basic ideas are not

● Ex: determine each variable's sign at each point

● Replaced the 

● concrete state with an abstract state

● concrete semantics with an abstract semantics

Ersetzen von	konkretem Zustand durch abstrakten Zustand
und	konkreter Semantik durch abstrakte Semantik



  

Concept:  Abstract the State

● Different abstract interpretations use different 
abstract states.

● For the signs analysis, each 
variable could be

● Unknown: either positive or 
negative (+/-)

● Positive: x >= 0 (0+)

● Negative: x <= 0 (0-)

● Zero (0)

● Uninitialized (?)

● Ignore all other information, e.g., the actual 
values of variables.

Abstrakte	Interpretation:
Zustandsabstraktion

MARE	08	– Statische	und	dynamische	
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Verschiedene	Methoden	der	abstr. Interpretation
verwenden	unterschiedliche	Abstraktionen
• Für	Vorzeichenanalyse	ist	jede	Variable:
• unbekannt:	positiv	oder	negativ	(+/-)
• positiv:	x	>=	0	(0+)
• negativ:	x	<=	0	(0-)
• null	(0)
• uninitialisiert (?)

• Alle	weiteren	Informationen	werden	ignoriert
• Hier	z.B.	der	konkrete	Wert	der	Variablen
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Abstrakte	Interpretation:
Semantikabstraktion	(1)
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Abstrakte	Interpretation	befolgt	Vorzeichenregeln	für
die	Multiplikation:
• „+“	*	„+“	=	„+“
• „–“	*	„–“	=	„+“
• „–“	*	„+“	=	„+“	*	„–“	=	„–“

• Hinweis:	diese	Regeln	beziehen	sich	auf	mathematische	ganze	
Zahlen,	im	Computer	repräsentierte	Zahlen	können	überlaufen	
und	unabsichtlich	ihr	Vorzeichen	ändern!
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Concept:  Abstract the Semantics (*)
● Abstract multiplication follows the well-known 

“rule of signs” from grade school

● A positive times a positive is positive

● A negative times a negative is positive

● A negative times a positive is negative

● Note: these remarks refer to mathematical integers; 
machine integers are subject to overflow

* ? 0 0+ 0- +/-

? +/- 0 +/- +/- +/-

0 0 0 0 0 0

0+ +/- 0 0+ 0- +/-

0- +/- 0 0- 0+ +/-

+/- +/- 0 +/- +/- +/-



Abstrakte	Interpretation:
Semantikabstraktion	(2)
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Abstrakte	Interpretation	benötigt	Vorzeichenregeln	für
die	Addition:
• „+“	+	„+“	=	„+“
• „–“	+	„–“	=	„–“
• „–“	+	„+“	=	„+“	+	„–“	=	„?“

• Beispiel:
• –5	+	5	⇒ konkretes	Ergebnis	0
• –6	+	5	⇒ konkretes	Ergebnis –1
• –5	+	6	⇒ konkretes	Ergebnis 1
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Concept:  Abstract the Semantics (+)

● Positive + positive = positive.

● Negative + negative = negative.

● Negative + positive = unknown:

● -5 + 5.  Concretely, the result is 0.

● -6 + 5.  Concretely, the result is -1.

● -5 + 6.  Concretely, the result is 1.

+ ? 0 0+ 0- +/-

? +/- +/- +/- +/- +/-

0 +/- 0 0+ 0- +/-

0+ +/- 0+ 0+ +/- +/-

0- +/- 0 0- 0+ +/-

+/- +/- 0 +/- +/- +/-



Konkrete	Anwendung	der	
abstrakten	Interpretation:	Sprunganalyse
Herausfinden	der	Struktur	einer	compilierten „switch“-Anweisung
• Compiler	verwenden	Sprungtabellen	für	effizienten	Code

MARE	08	– Statische	und	dynamische	
Analysen	zur	Malware-Erkennung
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Switch Tables: Contiguous, Indexed



Sprunganalyse	(2)

Switch	mit	weit	verteilten	Werten
• Sprungtabelle	wäre	nur	dünn	besetzt	(viele	Nullen)
• Ersetzung	durch	Folgen	von	„if“-Abfagen ist	ineffizient
• Viele	Abfragen	und	bedingte	Sprünge	notwendig:	O(N)
• stattdessen	verwenden	Compiler	Entscheidungsbäume,

Aufwand:	O(log(n))

MARE	08	– Statische	und	dynamische	
Analysen	zur	Malware-Erkennung
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Switch Tables:  Sparsely-Populated

Switch cases are sparsely-distributed.

Cannot implement efficiently with a table.

One option is to replace the construct with 
a series of if-statements.

This works, but takes O(N) time.

Instead, compilers generate decision trees 
that take O(log(N)) time, as shown on the 
next slide.



  

Decision Trees for Sparse SwitchesSprunganalyse	(3)

Entscheidungsbaum
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Sprunganalyse:	Assemblercode	(1)

Implementierung	des	Entscheidungsbaums
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Assembly Language Reification

Additional, slight complication:  red instructions modify EAX 
throughout the decision tree.

Vergleich mit Entscheidungswert

Größer?	Springen!

Gleich?	Springen!

Sonst:	weiter im Code,	
nächsten Vergleich ausführen

Kleines Problem:
eax wird von	markierten Instruktionen
verändert



Sprunganalyse:	Assemblercode	(2)

Kontrollflussdarstellung:

MARE	08	– Statische	und	dynamische	
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Assembly Language Reification, 
Graphical



Abstraktion	der	
Entscheidungen im	switch-Statement
• Erkenntnis:
• wichtig:	welche	Wertebereiche führen

zur	Ausführung	welches	case-Falls?	

• Datenabstraktion:	
• Intervalle	[l,	u]	mit	l	<=	u

• switch implementiert	mit	sub,	dec und	
cmp-Instruktionen	– alles	Subtraktionen	
– und	bedingten	Sprüngen

• Semantikabstraktion:
• Beibehalten	der	Subtraktionen
• Verzweigung	bei	branch-Befehlen

MARE	08	– Statische	und	dynamische	
Analysen	zur	Malware-Erkennung
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Switch Tables:  Sparsely-Populated

Switch cases are sparsely-distributed.

Cannot implement efficiently with a table.

One option is to replace the construct with 
a series of if-statements.

This works, but takes O(N) time.

Instead, compilers generate decision trees 
that take O(log(N)) time, as shown on the 
next slide.

  

Assembly Language Reification

Additional, slight complication:  red instructions modify EAX 
throughout the decision tree.



  

Analysis Results

Beginning with no information about arg_0, each path 
through the decision tree induces a constraint upon its 
range of possible values, with single values or simple 

ranges at case labels.

Analyseergebnisse
switch-Statement
• Keine	initiale	Information	über	arg_0	vorhanden
• Jeder	Pfad	durch	Code	schränkt	mögliche	Werte	für	arg_0	ein
• Wert	an	Blättern	(case-Labels):	Wert/einfacher	Wertebereich

MARE	08	– Statische	und	dynamische	
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Dynamische	Analysen

Überwachung	des	Programmverhaltens	zur	Laufzeit
• Statische	Analysen	benötigen	Signaturen
• Können	neue	und	evtl.	mutierte	Malware	nicht	erkennen

• Idee	der	dynamischen	Analyse:
• Betrachten	des	Verhaltens	eines	Programms	zur	Laufzeit

• Semantische	Methode	– Analyse	des	Verhaltens eines	
Programms

MARE	08	– Statische	und	dynamische	
Analysen	zur	Malware-Erkennung
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Dynamische	Analyse:
Kontrollflussverfolgung
Idee:	Überprüfen,	ob	tatsächlich	stattgefundener	Kontrollfluss	
mit	Semantik	eines	Programms	übereinstimmt
• z.B.	auf	Funktionsebene:	

Überprüfen	von	
Rücksprungadressen	
bei	Eintritt	in	Funktion

• Vergleich	mit	
Funktionsaufruf-
graph

• Entdeckt	z.B.	
manipulierte	Rück-
sprungadressen

MARE	08	– Statische	und	dynamische	
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Komplexer	Funktions-
aufrufgraph
Komplexere	
Programme	
machen	Analyse	
aufwendig...
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Implementierung	der
Kontrollflussverfolgung
Idee:	Erstellen	einer	Repräsentation	des	Aufrufgraphen
• Automatisch	durch

Compiler	erstellbar
Bei	Eintritt	in	Funktion:
• Überprüfen,	ob	Kante	vom	

Aufrufer	(Returnadresse ist	
auf dem	Stack!)	in	Graph	
enthalten	ist

• z.B.	darf	(kann?)
„io_png_write_raw“	
nur	von
„io_png_write_f32“	und
„io_png_write_u8“	
aufgerufen	werden

MARE	08	– Statische	und	dynamische	
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Probleme	der
Kontrollflussverfolgung
Dynamischer	Code
• Verwendung	von	Funktionszeigern/Sprungtabellen:

Compiler	kann	zur	Übersetzungszeit	keine	vollständige	Liste	
der	Funktionen	erstellen,	die	zum	Aufruf	einer	Funktion	f
führen
• Also	ist	der	Aufrufgraph	unvollständig

• Lösung:
• Zeigeranalyse	wäre	erforderlich...	✘
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Fazit

Statische	Methoden	zur	Erkennung	von	Malware
• Signaturchecks	sind	problematisch
• Mutierende	Malware,	mangelnde	Aktualität

• Aufwendigere	statische	Methoden	existieren
• Abstrakte	Interpretation

Dynamische	Analysen	zur	Erkennung	von	Malware
• Kontrollflussanalyse	durch	Überwachung	von	Funktionsaufrufen
• mehr:	nächste	Woche...
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